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(54) Network navigation and viewing system for network management system 



(57) A network navigation and viewing system is dis- 
closed for use in nnanaging a network. The network in- 
cludes a plurality ot digital devices interconnected by 
communication links in at least one domain, with each 
device having a device identifier and each domain hav- 
ing a domain identifier. The network navigation and 
viewing system facilitates generation of a graphical im- 
age depicting a logical organization of the network. The 
network navigation and viewing system in one aspect 
retrieving device identifier and domain identifier infor- 
mation for the devices connected in the network and us- 
es them to generate a network organization graphical 
image for display to an operator, the image comprising 
a plurality of icons each representing a device, with the 
icons being aggregated in the network organization 
graphical image by domain thereby to depict the logical 
organization of the network. The system further enables 
the operator to use the network organization graphical 
image generate a further graphical image representing 
the three-dimensional physical layout of the computers 
in an office or other environment. In addition, the system 
will generate a network usage graphical image repre- 
senting certain communications sessions between de- 
vices over the network. 
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Description 

FIELD OF THE INVENTION 

The invention relates generally to the field of digital 
data processing systems, and more particularly to sys- 
tems and methods for assisting in management of large 
computer networks which may extend over a three-di- 
mensional volume of space, tor example, a number of 
floors in an enterprise environment. The invention pro- 
vides a network navigation and viewing subsystem 
which may be used in connection with a system for man- 
aging a network. The network navigation and viewing 
subsystem may be useful for, for example, a network 
manager to enable him or her to visualize the layout of 
computers in an multiple-floor enterprise setting, such 
as in an office environment, and to visualize usage of 
various server devices by client devices in the system 

BACKGROUND OF THE INVENTION 

In modern "enterprise" digital data processing sys- 
tems, that is, computer systems for use in an office en- 
vironment in a company, a number of personal comput- 
ers, workstations, and other devices such as mass stor- 
age subsystems, network printers and interfaces to the 
public telephony system, are typically interconnected in 
a computer network. The personal computers and work- 
stations are used by individual workers to perform 
processing in connection with data and programs that 
may be stored in the network mass storage subsystems; 
the personal computers/workstations, operating as cli- 
ents, download the data and programs from the network 
mass storage subsystems process the data in connec- 
tion with the programs and enable the processed data 
to be uploaded to the network mass storage subsystems 
for storage, to a network printer for printing, or to the 
telephony interface for transmission over the public te- 
lephony system. In such an arrangement, the network 
mass storage subsystems, network printers and teleph- 
ony interface operate as servers, since they are availa- 
ble to service requests from all of the clients in the net- 
work. By organizing the network in such a manner, the 
servers are readily available for use by all of the person- 
al computers/workstations in the network. Such a net- 
work may be spread over a fairly wide area, with the 
personal computers/workstations are interconnected by 
communication links such as electrical wires or optic fib- 
ers. 

SUMMARY OF THE INVENTION 

The invention provides a new and improved net- 
work navigation and viewing system for use in connec- 
tion with management of a network of computers and 
other digital devices, in particular facilitating the gener- 
ation of graphical images providing information as to the 
layout and status of various devices connected to the 



network and of communications among the various de- 
vices which may extend over three-dimensional volume 
of space such as a number of floors in an enterprise en- 
vironment. 

5 In brief summary, in one aspect the network navi- 

gation and viewing system is disclosed for use in man- 
aging a network that includes a plurality of digital devic- 
es interconnected by communication links in at least one 
domain, with each device having a device identifier and 
10 each domain having a domain identifier. The network 
navigation and viewing system facilitates generation of 
a graphical image depicting a logical organization of the 
network. The network navigation and viewing system in- 
cludes a device identifier/domain information access el- 
is ement for retrieving device identifier and domain identi- 
fier information and a device/domain graphic image 
generation element for using the device identifier and 
domain identifier to generate a network organization 
graphical image for display to an operator. The network 
20 organization graphical image comprises a plurality of 
icons each representing a device, the icons being ag- 
gregated in the network organization graphical image 
by domain thereby to depict the logical organization of 
the network. A operator control element is responsive 
25 to the operator initiating a network logical organization 
image generation operation to enable the device iden- 
tifier/domain information access element to retrieve the 
device identifier and domain identifier information for the 
devices comprising the network, and the device/domain 
30 graphic image generation element to generate a logical 
organization image in response thereto. 

In a refinement, the network navigation and viewing 
system allows the operator to associate ones ofthe 
icons ofthe network logical organization image with a 
35 physical layout image defining the three-dimensional 
layout of a physical space in which the network is locat- 
ed. In that aspect, a physical layout image generator 
generates an image defining a physical layout image for 
display to the operator and an operator-actuable icon 
40 manipulator enables the operator to manipulate the 
icons in relation to the physical layout image to associ- 
ate ones of the icons with portions of the physical layout 
image. 

In a further aspect, the network navigation and 
45 Viewing system facilitates the generation of a communi- 
cation pattern image which depicts communications 
patterns in the network. The network navigation and 
viewing system includes a server interrogation element 
for retrieving session information from the server device, 
50 said session information identifying ones of the devices 
having a processing session with said server device as 
a client device. A communications pattern graphic im- 
age generation element uses the session information in 
generating a communications pattern image for display 
55 to an operator. The communications pattern graphic im- 
age comprises a plurality of icons each representing a 
server device or a client device and provides a visible 
association associating ones ofthe client devices having 
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a communications session with each server device. The 
operator control element is responsive to the operator 
initiating a communications session image generation 
operation to enable the server interrogation element to 
retrieving session information from said server device 
and the communications patter graphic image genera- 
tion element to use the session information in generat- 
ing a communications pattern image. 

BRIEF DESCRIPTION OF THE DRAWINGS 

This invention is pointed out with particularity in the 
appended claims. The above and further advantages of 
this invention may be better understood by referring to 
the following description taken in conjunction with the 
accompanying drawings, in which: 

FIG. 1 is a schematic diagram of a computer net- 
work including a network navigation and viewing 
system in accordance with the invention; 

FIGS. 2 through 4 depict various screen displays 
provided by the network navigation and viewing 
system; and 

FIG. 5 is a flow diagram detailing operations per- 
formed by the network navigation and viewing sub- 
system. 

DETAILED DESCRIPTION OF AN ILLUSTRATIVE 
EMBODIMENT 

FIG. 1 is a schematic diagram ofa computer network 
10 including a network navigation and viewing system 
in accordance with the invention. The network naviga- 
tion and viewing system provides an arrangement which 
can assist a network manager or other person (generally 
referred to herein as an "operator") in maintaining and 
managing the network 10, in particular by providing 
graphical images depicting information concerning con- 
figuration, layout and operational status of the network, 
in one embodiment, the network navigation and viewing 
system in particular provides graphical images depicting 
the various computers that are connected to the network 
as well as various sub-domains into which the network 
may be divided, and also provides information as to their 
operational status. The operational status may indicate, 
for example, whether the computers are operating prop- 
erly or malfunctioning or otherwise non-operational. In 
addition, the network navigation and viewing system en- 
ables an operator to graphically associate the various 
computers in the network 10 with the physical locations 
in, for example, an office area or other space, so that he 
or she can later use such associations in maintaining 
the network, and locating computers connected in the 
network which may have malfunctioned. Further, the 
network navigation and viewing system can enable gen- 
eration of images for graphically depicting network traf- 



fic, in particular depicting computers, operating as cli- 
ents in the network, which have open sessions with the 
computers that are operating as servers. Such informa- 
tion may be useful in determining whether sufficient 

5 server or network bandwidth capacity exists in the net- 
work whether more should be provided, whether various 
files should be moved or copied from one server to an- 
other to improve response time, and in addition whether 
computers should be connected differently in the net- 

10 work. 

With reference to FIG. 1, computer network 10 as 
depicted there includes a plurality of computers 12(1) 
through 1 2(1 3) (generally identified by reference numer- 
al 12(n)) which are interconnected by communication 
15 links 1 4(1 ) through 1 4(M) (generally identified by refer- 
ence numeral 14(m)). As is conventional, at least some 
of the computers are in the form of personal computers 
or computer workstations, each of which includes a sys- 
tem unit, a video display unit and operator input devices 
20 such as a keyboard and mouse. The system unit gen- 
erally includes processing, memory, mass storage and 
other elements, including devices for interfacing the 
computer into the network 1 0. The video display unit will 
permit the computer to display processed data and 
25 processing status to the user, and the operator input de- 
vices enable the user to input data and control process- 
ing by the computer. In one embodiment, the network 
10 is organized in a "client-server" configuration, in 
which some ofthe computers, illustrated as computers 
30 12(4), 12(7) and 12(13) in FIG. 1. operate as sen/ers, 
and the other computers operate as clients. Typically, 
the servers store copies of programs and data which are 
available for retrieval by the client computers over the 
communication links 14(m) for use in processing. The 
35 server computers may be generally similar to the client 
computers, including a system unit, video display unit 
and operator input devices and may be usable by an 
operator to process data in a manner similar to a client 
computer. Alternatively, at least some of the server com- 
40 puters may include only processing, memory, mass 
storage and network interface elements for receiving 
and processing downloading requests from the client 
computers, and generating responses thereto. 

The communication links 14(m) interconnecting the 
45 computers 12(i) in the network 10 may. as is conven- 
tional, comprise wires, optical fibers or other media for 
carrying signals among the computers 12(n). As noted 
above, each ofthe computers 12(n) typically includes a 
network interface device, which connects the respective 
50 computer to the communications line 14(m) In addition, 
the communication links 14(m) may represent network 
routing nodes or other electronic devices for transferring 
signals originating at one of the computers 12(n), as a 
source, to be delivered to one or more other computers, 
55 as destinations. 

A detailed description of operations performed by a 
computer 12(n) in connection with the network naviga- 
tion and viewing system in accordance with the inven- 
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tion will be provided below in connection with FIG. 5. 
Before proceeding to a description of the operations, it 
would be helpful to describe in detail types of information 
and the graphical visual images which are provided by 
one ennbodiment of the network navigation and viewing 
subsystenn. The types of information provided by one 
embodiment of the network navigation and viewing sys- 
tem will be described in connection with FIGS. 2 through 
4, which depict illustrative screen images generated by 
the network navigation and viewing system for display 
to the operator on the video display of the operator's 
computer, which may be one ofthe computers 12(n) in 
the network 10. 

With reference to FIG. 2, that FIG. depicts a screen 
image in which icons 12i(n), representing the corre- 
spondingly-indexed computers 12(n) in the network 1 0, 
are displayed organized by domain, sub-domain, or oth- 
er grouping (generally referred to herein as a "domain"). 
Proximate each icon 1 2i(n) is a network identifier for the 
associated computer 12(n), depicted in FIG. 2 by the 
legend "COMP ID" (referencing "GQMP uter IDentifica- 
tion"). FIG. 2 illustrates a display in which the computers 
12(n) are organized in three domains 20(1 ) through 20 
(3) generally identified by reference numeral 20(d)) are 
depicted, with computers 12(1) through 12(4) being as- 
sociated with domain 20(1 ), computers 1 2(4) through 1 2 
(9) being associated with domain 20(2), and computers 
12(10) through 12(13) being associated with domain 20 
(3). (Although the domains 20(d) are shown as having 
a maximum of five computers 12(n), it will be appreciat- 
ed that a domain may have any number of computers 
connected therein, and a network may include any 
number of domains.) Each domain 20(d) is shown as a 
grouping of the icons 1 2i(n) representing the computers 
along with their associated network identifiers COMP 
ID, surrounded by a closed curve 21(d). In FIG 2, the 
enclosing curve 21(d) is depicted an oval, although it will 
be appreciated that any curve or polygon may be used. 
Each domain 20(d) is also identified by a domain name, 
which may be arbitrarily selected by a network manager, 
and the screen image also shows the name (illustrated 
by the legend "DOMAIN NAME" in FIG. 2) associated 
with the respective domain. It will be appreciated that, 
in the image shown in FIG. 2, neither the communication 
links 14(m) nor the specific media and other non-com- 
puter nodes comprising the network are shown, and so 
the image shown in the FIG. 2 is an image ot the logical 
organization of the network, not an illustration of the net- 
work topology. 

As noted above, the network navigation and view- 
ing system further provides a facility by which an oper- 
ator can graphically associate the computers 12(n) in 
the network with physical locations in an office area or 
other space in the "enterprise" in a two-dimensional 
space (such as on a floor in an enterprise) as well as in 
a three-dimensional volume (such as on multiple floors 
in an enterprise). This facility will be illustrated in con- 
nection with FIGS. 3A through 3C. which diagrammati- 



cally illustrate various stages in creating an image pro- 
viding such a graphical association With reference to 
FIG. 3A, that FIG. illustrates a screen image graphically 
illustrating an office area floor plan 30, including a 

5 number of office cubicles 30(1 ) through 30(14) (gener- 
ally identified by reference numeral 30(c)), and the do- 
mains 20(d) with icons 1 2i(n) (and associated computer 
identifiers) which are illustrated in FIG. 2. With such an 
image, an operator may, by suitable manipulation of a 

10 pointing device such as a mouse, point to an icon 12i(n) 
to select it and the associated computer identifier, and, 
in a "drag-and-drop" maneuver, drag the selected icon 
(together with the associated computer identifier) to the 
cubicle 30(c) in which the associated computer 12(n) is 

15 physically located. In FIG. 3A, the arrows 31(1)through 
31(13) (generally identified by reference numeral 13(n)) 
represent the operator "dragging-and-dropping" of the 
correspondingly-indexed icons 12i(n) to transfer the 
icons from their locations associated with the domains 

20 20(d) to the respective cubicles 30(c). (It will be appre- 
ciated that the operator may require another source of 
information, such as an inventory listing in textual form 
the computer identifiers and the respective office iden- 
tifiers indicating where the computers are located in the 

2S enterprise.) 

FIG. 3B graphically illustrates the floor plan shown 
in FIG. 3A after the operator has "dragged-and- 
dropped" all ofthe icons 12i(n) into the respective cubi- 
cles 30(c), to create a computer floor plan 32. As will be 

30 apparent from FIG. 3B. by locating the icons 1 2i(n) rep- 
resenting the respective cubicles 30(c) in the computer 
floor plan 32, if the operator determines that one of the 
computers has malfunctioned, he or she can obtain the 
malfunctioning computer's identification and quickly lo- 

35 cate its physical location by referencing the computer 
floor plan. 

The operator may repeat the operations described 
above in connection with FIG. 3(B) for each of a number 
of floors at various eleveations in an enterprise, and 

40 thereafter link the images so generated to create a 
three-dimensional floor plan for the enterprise FIG. 3 
(C) graphically illustrates such a floor plan 33, compris- 
ing a plurality of floor plans 30(A) and 30(B) in the en- 
terprise environment such as depicted in FIGS. 3A and 

45 38, representing the three-dimensional relationship 
therebetween; the floor plan 33 effectively represents a 
projection ot the volume represented by the stacked 
floor plans 30(A) and 30(B) to form the two-dimensional 
image that is displayed on the computer system's dis- 

50 play In a manner similar to the two-dimensional (one 
floor) floor plan 32 depicted in FIG. 3B. by locating the 
icons 12i(n) representing the respective cubicles 30(c) 
in the computer floor plan 33 (FIG. 3(C)), if the operator 
determines that one ofthe computers on any of the floors 

55 represented by the floor plan 33 has malfunctioned, he 
or she can obtain the malfunctioning computer's identi- 
fication and quickly locate its physical location, including 
the floor and location on the floor, by referencing the 
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floor plan 33. Using conventional computer graphics 
techniques, the operator nnay rotate the volunne projec- 
tion represented by the floor plan 33 depicted in FIG. 3 
(C) so that he or she may observe the floor plan 33 from 
any angle. 

As further noted above, the network navigation and 
viewing system also provides a facility by winch an op- 
erator can generate images which graphically depicting 
network traffic, in particular depicting computers, oper- 
ating as clients in the network, which have open ses- 
sions with the computers that are operating as servers. 
This facility will be illustrated in connection with FIG. 4. 
With reference to FIG. 4. that FIG. depicts a screen im- 
age including icons 12i(1 ) through 12i(9), representing 
computers 1 2(1 ) through 1 2(9) in domains 20(1 ) and 20 
(2). In those domains, computers 12(4) and 12{7) rep- 
resent servers, and the other computers represent cli- 
ents. The icons 12i(4) and I2i(7) representing client 
computers are shown connected to icons 1 2i(1 ), 1 2i(2), 
12i(3), 12i(6) and 12i(8) by lines 40(1) through 40(5), 
with line 40(2) comprising branches 40(2)(A) and 40(2) 
(B) and line 40(4) comprising branches 40(4)(A) and 40 
(4)(B). 

Each line connecting an icon representing a client 
computer and an icon representing a server computer 
indicates that the client computer has at least one open 
session with that server computer, and a branched line 
(such as lines 40(2) and 40(4), each of which comprises 
two branches) indicates that the client computer has at 
least one open session with each of the server comput- 
ers at which a branch terminates. Thus, lines 40(1 ) and 
40(3) in FIG. 4 interconnecting icons 12i(1) and 12i(2), 
respectively, and icon 12i(4), indicate that there is at 
least one session between the respective client comput- 
ers 12(1) and 1 2(2) and the server computer 1 2(4). The 
branched line 40(2) interconnecting the icon 12i(3) rep- 
resenting the client computer 1 2(3) and icons 1 2i(4) and 
1 2i(7) representing both sen/er computers 1 2(4) and 1 2 
(7) indicates that there is at least one session between 
the client computer 12(3) and each of server computers 
12(4) and 12(7) represented by the respective icons. 

Similarly, line 40(5) interconnecting icons 1 2i(8) and 
12i(7) indicates that there is at (east one session be- 
tween the computer 1 2(8), as a client, and computer 1 2 
(7), as a server, and branched line 40(4) interconnecting 
the icon 12i(3) representing the client computer 12(6) 
and icons I2i(4) and 12i(7) representing both server 
computers 1 2(4) and 1 2(7) indicates that there is at least 
one session between the client computer 12(6) and 
each of sen/er computers 12(4) and 12(7) represented 
by the respective icons. In one embodiment, which is 
shown in FIG. 4, the image does not indicate the number 
of sessions that a client computer has with a server com- 
puter; however, it will be appreciated that the number of 
sessions that a client computer has with a server may 
be indicated by providing a number of lines between the 
client and server computers or by providing lines of var- 
ying thickness with, for example, the relative thickness 



of the lines representing relative numbers of sessions. 

Information as to those client computers which have 
open sessions with which server computers may be 
useful in determining whether sufficient network band- 
5 width capacity exists in the network or whether more 
should be provided, such as by providing additional 
communication links interconnecting certain computers 
or by dividing interconnecting the network so as to have 
additional domains, with fewer computers in each do- 
10 main. In addition, this type of information may be useful 
in indicating whether more servers, or servers with larg- 
er capacity, should be provided, since, as servers have 
increased numbers of sessions, their response times to 
service requests from computers with open sessions 
15 may be increased. In addition, the information may be 
useful in indicating whether tiles should be reallocated 
among the servers, by moving files from one server to 
another or by providing copies of files on multiple serv- 
ers, which may improve response time, to service re- 
20 quests from client computers. 

It will be appreciated that the network navigation 
and viewing system may provide numerous additional 
types of graphical images and additional features to the 
images as shown in FIGS. 2 through 4. For example, 
2S with respect to the images shown in FIGS. 2, 38 and 4, 
instead of just showing the icons 12i(n) in a static man- 
ner to show the presence of the respective computers 
I2(n) in the network 10, the images can provide infor- 
mation concerning the status of the computers 1 2(n) by 
30 showing the icons 1 2i(n) in, for example, a variable man- 
ner, with variations in the image indicating the differenc- 
es in status. For example, the network navigation and 
viewing system can show computers' respective status 
such.as operational, off and malfunctioning by depicting 
35 their respective icons 1 2i(n) in different colors or by de- 
picting the operational computers with constant icons 
and the off and malfunctioning computers with icons that 
flash at different i-ates. 

The types of information presented by the network 
40 navigation and viewing system and the graphical imag- 
es generated thereby for a network such as network 10 
is generally related to the types of information which it 
can obtain concerning the organization and operation of 
the network 10. Generally in one embodiment in which 
45 the computers 12(n) utilize the Microsoft Windows™ 
operating system program, specifically, "Windows for 
Workgroups" product available from Microsoft Corpora- 
tion, the operator's computer 1 2(o) (that is, the computer 
12(n) which the network manager or other user who 
50 wishes to make use of the network navigation and view- 
ing system to perform the graphical management oper- 
ations described above) determines the identifications 
of the computers 1 2(n) in the network and their respec- 
tive domains by means of a conventional call to the local 
55 area network operating system program. In that embod- 
iment, all of the computers 1 2(n) in the network 10 which 
are able and authorized to make such a call will be able 
to obtain the computer identifications and enable their 
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respective users to make use of the network navigation 
and viewing system. 

It will be appreciated, however, that other arrange- 
ments may be used by which a computer 12(n) can ob- 
tain the computer identification and domain information. 
For example, a network may provide a facility by which 
a computer connected in the network can broadcast 
messages to other computers connected in the network, 
enabling the other computers to generate response 
messages containing their identifications and domain 
assignments, if any When the first computer receives 
the response messages, it can establish a listing of the 
computer identifiers and their respective domains, 
which it can use in establishing the screen image such 
as in FIG. 2. Alternatively, each of the server computers 
in the system may maintain a listing of the computers 
12(n) which can comprise their clients, along with the 
respective domains, and the operator's computer 12(o) 
can poll the sen/ers to determine the various computers 
in the network and their respective domains. 

With this background, the operations performed by 
the network navigation and viewing system will be de- 
scribed in connection with the flow-chart depicted in 
FIG. 5. With reference to FIG. 5, when the operator calls 
the network navigation and viewing system, which may 
occur from a direct call or from a call from a network 
management system, the operations that are performed 
by the network navigation and viewing system will de- 
pend on the particular network navigation and viewing 
system function as selected by the operator (step 100). 
If the operator selects a "generate domain organization 
image" function, enabling generation of a visual image 
such as depicted in FIG. 2, the network navigation and 
viewing system will initially determine the identifications 
of the computers 12(n) in the network and their respec- 
tive domains 20(d) (step 1 01 ) as described above. After 
identifying the computers 12(n) and domains 20(d), the 
network navigation and viewing system will enable the 
operator's computer 12(o) to generate a visual image 
comprising the respective closed curves 21 (d) and the 
icons 12i(n) representing the computers 12(n) in each 
domain 21(d) (step 102). The network navigation and 
viewing system may enable the operator to thereafter 
manipulate and edit the image using conventional com- 
puter graphics tools and to perform a "save" operation 
to save the Image, either as originally displayed or as 
edited (step 103). At some point, the operator may en- 
able the network navigation and viewing system to re- 
turn to the function selection step 101 to select a new 
function (step 104). 

If in the function selection step 102 the operator se- 
lects an "assign computer icons to physical location" 
function, in which the operator may create an image 
such as that depicted in FIG. 3B, the network navigation 
and viewing system will allow the operator to identify an 
computer icon/domain assignment image, such as an 
image previously saved in step 1 03, or to enable the net- 
work navigation and viewing system to generate such 



an image (step 1 1 0). If the operator enables the network 
navigation and viewing system to generate an image, it 
(the network navigation and viewing system) will per- 
form steps 1 01 through 1 03 to generate the required im- 

s age (step 1 1 1 ). On the other hand, if the operator elects 
In step 1 1 0 to select a file containing a previously-saved 
Icon/domain image, the network navigation and viewing 
system will call the file and display the Image (step 1 1 2). 
Following either step 111 or step 112, the network nav- 

10 igatlon and viewing system will allow the operator to se- 
lect a file containing a previously-generated image of a 
layout of the office area or other space in which the com- 
puters 12(i) are located, or to generate a such image 
(step 113). If the operator elects In step 11 3 to select a 

15 file, the network navigation and viewing system will call 
the tile and display the image (step 114). On the other 
hand, if the operator elects in step 113 to generate a 
new layout image, the network navigation and viewing 
system will provide conventional computer graphics 

20 tools to allow the operator to generate an appropriate 
layout Image (step 115). Following either step 114 or 
step 1 1 5, the network navigation and viewing system al- 
lows the operator to, by use of conventional "drag-and- 
drop" operations, manipulate the icons 1 2i(n) represent- 

25 ing the respective computers 1 2{n) to move them as de- 
sired over the layout image (step 116). Contemporane- 
ously, the operator may also use the computer graphics 
tools to perform other graphics operations in connection 
with the image. The operator may periodically save the 

30 Image to a computer file (step 1 1 7) and when he or she 
is finished may return to the function selection step 100 
to select a new function (step 118). The operator may 
perform these operations through a plurality of Itera- 
tions, each in connection with a floor or other level in a 

35 volume in the enterprise, and thereafter link the images 
together to create a three-dimensional volume repre- 
sentation for the layout. 

If in the function selection step 100 the operator se- 
lects the "view server usage" function , in which the net- 

40 work navigation and viewing system generates an im- 
age such as depicted in FIG. 4, the network navigation 
and viewing svstem will initiallv request the onerator to 
identify the server or servers whose usage is to be dis- 
played (step 120). After the operator identifies the de- 

45 sired server or servers (step 121 ), the network naviga- 
tion and viewing system uses the network communica- 
tion links to poll the identified sen^er(s) to identify the 
various computers having sessions therewith as clients 
(step 1 22). Thereafter, the network navigation and view- 

50 ing system will generate an image for display to the op- 
erator similar to that depicted in FIG. 4, including icons 
representing the server computers and client computers 
and lines interconnecting each client computer with the 
server computer(s) with which it has a session (step 

55 1 23). In addition, the network navigation and viewing 
system may show icons representing the computers 12 
(n) which do not have sessions with any of the servers; 
in that operation the network navigation and viewing 
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system may perform step 101 described above to allow 
it to identify all of the computers 12(n) in the network, 
which information it uses to determine the identifications 
ofthe computers 12(n) which were not identified in step 
1 22. In any case, after the network navigation and view- s 
ing system has generated the image in step 123, it may 
also allow the operator may also use the computer 
graphics tools to perform other graphics operations in 
connection with the image. The operator may periodi- 
cally save the image to a computer file (step 124) and io 
when he or she is finished may return to the function 
selection step 100 to select a new function (step 125). 

It will be appreciated that the network navigation 
and viewing system may allow the operator to generate 
images graphically representing other information ^5 
which may be useful in managing the network 1 0. In that 
conneciioh. it may in step 100 provide other functions 
that an operator may select. 

The invention provides a number of advantages. In 
particular, it provides an arrangennent by which a net- 
work manager or other operator may easily generate 
and manipulate graphical images representing the 
physical layout of a network under management, and 
view system usage. This may assist the operator to 
identify physical locations of computers 12(n) which 2S 
have failed or which otherwise require maintenance, 
and to assist in determining whether network capacity 
needs to be increased. 

The foregoing description has been limited to a spe- 
cific embodiment of this invention. It will be apparent, 30 
however, that various variations and modifications may 
be made to the invention, with the attainment of some 
or all of the advantages of the invention. It is the object 
of the appended claims to cover these and such other 
variations and modifications as come within the true 35 
spirit and scope of the invention. 

Claims 

40 

1 . A network navigation and viewing system for use in 
connection with a network, the network including a 
plurality of digital devices interconnected by com- 
munication links in at least one domain, each device 
having a device identifier and each domain having 
a domain identifier, the network navigation and 
viewing system facilitating the generation of an im- 
age depicting a logical organization of the network, 
the network navigation and viewing system com- 
prising; 

A. a device identifier/domain information ac- 
cess element for retrieving device identifier and 
domain identifier information; 

55 

B. a device/domain graphic image generation 
element for generating a network organization 
graphical image for display to an operator, the 
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network organization graphical image compris- 
ing a plurality of icons each representing a de- 
vice, the icons being aggregated in the network 
organization graphical image by domain there- 
by to depict the logical organization of the net- 
work; and 

C. an operator control element responsive to 
the operator initiating a network logical organi- 
zation image generation operation to enable 
the device identifier/domain information access 
element to retrieve the device identifier and do- 
nnain identifier information for the devices com- 
prising the network, and the device/domain 
graphic image generation element to generate 
a logical organization image in response there- 
to. 

2. A network navigation and viewing system as de- 
fined in claim 1 further comprising 

A. a physical layout image generator for gener- 
ating an image defining a three-dimensional 
physical layout image for display to the opera- 
tor; and 

B. an operator-act uable icon manipulator for 
enabling the operator to manipulate the icons 
in relation to the physical layout image to asso- 
ciate ones of the icons with portions of the phys- 
ical layout image. 

3. A network navigation and viewing system for use in 
connection with a network, the network including a 
plurality of digital devices interconnected by com- 
munication links, at least one of the devices com- 
prising a server device, the network navigation and 
viewing system facilitating the generation of an 
comnriunication pattern image depicting a commu- 
nications pattern in the network, the network navi- 
gation and viewing system comprising: 

A. a server interrogation element for retrieving 
session information from said server device, 
said session information identifying ones of the 
devices having a processing session with said 
server device as a client device; 

B. a communications pattern graphic image 
generation element for using the session infor- 
mation in generating a communications pattern 
image for display to an operator, the communi- 
cations pattern image comprising a plurality of 
icons each representing a server device or a 
client device and providing a visible association 
associating ones of the client devices having a 
communications session with each server de- 
vice; and 
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C. an operator control element responsive to 
the operator initiating a communications ses- 
sion image generation operation to enable the 
server interrogation element for retrieving ses- 
sion information from said server device and 
the communications pattern graphic image 
generation element to use the session informa- 
tion in generating a communications pattern im- 
age. 

A network navigation and viewing system for use in 
connection with a network, the network including a 
plurality of digital devices interconnected by com- 
munication links in at least one domain, each device 
having a device identifier and each domain having 
a domain identifier, the network navigation and 
viewing system facilitating the generation of an im- 
age depicting a logical organization of the network, 
the network navigation and viewing system com- 
prising: 

A. a computer; and 

B. a control subsystem for controlling opera- 
tions of the computer, the control subsystem 
comprising: 



10 



15 



25 



i. a device identifier/domain information ac- 
cess control element for enabling the com- 
puter to retrieve device identifier and do- 30 
main identifier information; 



ii. a device/domain graphic image genera- 
tion control element for enabling the com- 
puter to generate a network organization 
graphical image for display to an operator, 
the network organization graphical image 
comprising a plurality of icons each repre- 
senting a device, the icons being aggregat- 
ed in the network organization graphical 
image by domain thereby to depict the log- 
ical organization ofthe network; and 



iii. an operator control element responsive 
to the operator initiating a network logical 
organization image generation operation 
to enable the device identifier/domain in- 
formation access control element to enable 
the computer to retrieve the device identi- 
fier and domain identifier information for 
the devices comprising the network, and 
the device/domain graphic image genera- 
tion control element to enable the compu- 
ter to generate a togical organization image 
in response thereto. 

A network navigation and viewing system as de- 
fined in claim 4 wherein the control element further 



35 



40 



45 
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55 



comprises: 

A. a physical layout image generation control 
element for enabling the computer to generate 
an image defining a three-dimensional physical 
layout image for display to the operator; and 

B. an operator-actuable icon manipulation con- 
trol element for enabling computer to, in re- 
sponse to operator input, manipulate the icons 
in relation to the physical layout image to asso- 
ciate ones of the icons with portions of the phys- 
ical layout image. 

A network navigation and viewing system for use in 
connection with a network, the network including a 
plurality of digital devices interconnected by com- 
munication links, at least one of the devices com- 
prising a server device, the network navigation and 
viewing system facilitating the generation of an 
communication pattern image depicting a commu- 
nications pattern in the network, the network navi- 
gation and viewing system comprising: 

A, a computer; and 

B. a control subsystem for controlling opera- 
tions of the computer, the control subsystem 
comprising: 

i a sen/er interrogation control element for 
enabling the computer to retrieve session 
information from said server device, said 
session information identifying ones ofthe 
devices having a processing session with 
said server device as a client device; 

ii. a communications pattern graphic image 
generation control element for enabling the 
computer to use the session information in 
generating a communications pattern im- 
age tor display to an operator, the commu- 
nictions pattern image comprising a plural- 
ity of icons each representing a server de- 
vice or a client device and providing a vis- 
ible association associating ones of the cli- 
ent devices having a communications ses- 
sion with each sen/er device; and 

iii. an operator control element for enabling 
the computer, in response to the operator 
initiating a communications session image 
generation operation, to enable the server 
interrogation control element to, in turn, en- 
able the computer to retrieve session infor- 
mation from said server device, and the 
communications pattern graphic image 
generation control element to, in turn, en- 
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able the computer to use the session infor- 
mation in generating a communications 
pattern image. 

7. A control for use in connection with a computer con- s 
nected to a network, the network including a plural- 
ity of digital devices interconnected by communica- 
tion links in at least one domain, each device having 
a device identifier and each domain having a do- 
main identifier, the control subystem enabling the 
computer to generate an image depicting a logical 
organization of the network, the control subsystem 
for controlling operations of the computer, the con- 
trol subsystem comprising: 

75 

A. a device identifier/domain information ac- 
cess control element for enabling the computer 
to retrieve device identifier and domain identi- 
fier information; 

20 

B. a device/domain graphic image generation 
control element for enabling the computer to 
generate a network organization graphical im- 
age for display to an operator, the network or- 
ganization graphical image comprising a plural- 2S 
ity of icons each representing a device, the 
icons being aggregated in the network organi- 
zation graphical image by domain thereby to 
depict the logical organization of the network; 
and 5^ 

C. an operator control element responsive to 
the operator initiating a network logical organi- 
zation image generation operation to enable 

the device identifier/domain information access 3S 
control element to enable the computer to re- 
trieve the device identifier and domain identifier 
information for the devices comprising the net- 
work, and the device/domain graphic image 
generation control element to enable the com- 
puter to generate a logical organization image 
in response thereto. 

8. A control subsystem as defined in claim 7 further 
comprising: 

A. a physical layout image generation control 
element for enabling the computer to generate 
an image defining a three-dimensional physical 
layout image for display to the operator; and 50 

B. an operator-actuable icon manipulation con- 
trol element for enabling computer to, in re- 
sponse to operator input, manipulate the icons 

in relation to the physical layout image to asso- ^5 
ciate ones of the icons with portions of the phys- 
ical layout image. 



9. A control subystem for use connection with a com- 
puter connected in a network, the network including 
a plurality of digital devices interconnected by com- 
munication links, at least one of the devices com- 
prising a server device, the control subsystem en- 
abling the computer to generate an communication 
pattern image depicting a communications pattern 
in the network, the control subsystem comprising: 

A. a server interrogation control element for en- 
abling the computer to retrieve session infor- 
mation from said server device, said session in- 
formation identifying ones of the devices having 
a processing session with said server device as 
a client device; 

B. a communications pattern graphic image 
generation control element for enabling the 
computer to use the session information in gen- 
erating a communications pattern image for 
display to an operator, the communictions pat- 
tern image comprising a plurality of icons each 
representing a server device or a client device 
and providing a visible association associating 
ones of the client devices having a communi- 
cations session with each server device; and 

C. an operator control element for enabling the 
computer, in response to the operator initiating 
a communications session image generation 
operation, to enable the server interrogation 
control element to, in turn, enable the computer 
to retrieve session information from said server 
device, and the communications pattern graph- 
ic image generation control element to. in turn, 
enable the computer to use the session infor- 
mation in generating a communications pattern 
image. 

10. A computer program product for use in connection 
with a computer connected to a network, the net- 
work including a plurality of digital devices intercon- 
nected by communication links in at least one do- 
main, each device having a device identifier and 
each domain having a domain identifier, the control 
subystem enabling the computer to generate an im- 
age depicting a logical organization of the network, 
the control subsystem for controlling operations of 
the computer, the computer program product com- 
prising a computer-readable medium including: 

A. device identifier/domain information access 
control element code devices for enabling the 
computer to retrieve device identifier and do- 
nnain identifier information; 

B. device/domain graphic image generation 
control element code devices for enabling the 
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computer to generate a network organization 
graphical image for display to an operator, the 
network organization graphical innage compris- 
ing a plurality of icons each representing a de- 
vice, the icons being aggregated in the network 
organization graphical image by domain there- 
by to depict the logical organization of the net- 
work; and 

C. operator control element code devices re- 
sponsive to the operator initiating a network 
logical organization image generation opera- 
tion to enable the device identifier/domain in- 
formation access control element code devices 
to enable the computer to retrieve the device 
identifier and domain identifier information for 
the devices comprising the network, and the 
device/domain graphic image generation con- 
trol element code devices to enable the com- 
puter to generate a logical organization image 
in response thereto. 

11. A computer program product as defined in claim 10 
further comprising: 

A. physical layout image generation control el- 
ement code devices for enabling the computer 
to generate an image defining a three-dimen- 
sional physical layout image for display to the 
operator; and 

B. an operator-actuable icon manipulation con- 
trol element code devices for enabling compu- 
ter to, in response to operator input, manipulate 
the icons in relation to the physical layout image 
to associate ones of the icons with portions of 
the physical layout image. 

12. A computer program product for use connection 
with a computer connected in a network, the net- 
work including a plurality of digital devices intercon- 
nected by communication links, at least one of the 
devices comprising a server device, the control sub- 
system enabling the computer to generate an com- 
munication pattern image depicting a communica- 
tions pattern in the network, the computer program 
product comprising a computer-readable medium 
including: 

A. server interrogation control element code 
devices for enabling the computer to retrieve 
session information from said server device, 
said session information identifying ones of the 
devices having a processing session with said 
server device as a client device; 

B. communications pattern graphic image gen- 
eration control element code devices for ena- 
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bling the computer to use the session informa- 
tion in generating a communications pattern im- 
age for display to an operator, the communic- 
tions pattern image comprising a plurality of 
icons each representing a server device or a 
client device and providing a visible association 
associating ones of the client devices having a 
communications session with each server de- 
vice; and 

C operator control element code devices for 
enabling the computer, in response to the op- 
erator initiating a communications session im- 
age generation operation, to enable the server 
interrogation control element code devices to, 
in turn, enable the computer to retrieve session 
information from said server device, and the 
communications pattern graphic image gener- 
ation control element code devices to, in turn, 
enable the computer to use the session infor- 
mation in generating a communications pattern 
image. 

13. A method of controlling computer connected to a 
network, the network including a plurality of digital 
devices interconnected by communication links in 
at least one domain, each device having a device 
identifier and each domain having a domain identi- 
fier, the control subystem enabling the computer to 
generate an image depicting a logical organization 
of the network, the method comprising the steps of: 

A. enabling the computer to retrieve device 
identifier and domain identifier information; and 

B. enabling the computer to generate a network 
organization graphical image for display to an 
operator, the network organization graphical 
image comprising a plurality of icons each rep- 
resenting a device, the icons being aggregated 
in the network organization graphical image by 
domain thereby to depict the logical organiza- 
tion of the network. 

14. A method as defined in claim 1 3 further comprising 
the steps of 

A. enabling the computer to generate an image 
defining a three-dimensional physical layout 
image for display to the operator; and 

B. enabling computer to, in response to opera- 
tor input, manipulate the icons in relation to the 
physical layout image to associate ones of the 
icons with portions of the physical layout image. 

15. A method of controlling a computer connected in a 
network, the network including a plurality of digital 
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devices interconnected by communication links, at 
least one of the devices comprising a server device, 
the control subsystem enabling the computer to 
generate an communication pattern image depict- 
ing a communications pattern in the network, the 5 
method comprising the steps of; 

A. enabling the computer to retrieve session in- 
formation from said server device, said session 
information identifying ones ofthe devices hav- ?o 
ing a processing session with said server de- 
vice as a client device; and 

B. enabling the computer to use the session in- 
formation in generating a communications pat- i^ 
tern image for display to an operator, the com- 
munictions pattern image comprising a plurality 

of icons each representing a server device or a 
client device and providing a visible association 
associating ones of the client devices having a 
communications session with each server de- 
vice. 
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100. NETWORK DRIVER RECEIVES PACKETS 
FROM NETWORK FOR WHICH COMPUTER 
SYSTEM 10 IS INTENDED RECIPIENT, LOADS 
RECEIVED PACKETS INTO PACKET BUFFERS 35 
S 



I 



'ill. WHEN A PACKET BUFFER 35 IS FILLED, 
NETWORK DRIVER PROGRAM UPDATES ENTRY] 
40(n) OF NETWORK PROTOCOL CONTROL 
PROGRAM'S BUFFER CONTROL STRUCTURE 

<!_ 



I 



112. NETWORK PROTOCOL CONTROL 
PROGRAM PROCESSES PACKET IN PACKET 
BUFFER 35 POINTED TO BY ITS BUFFER 
CONTROL STRUCTURE 25 

V 



113. NETWORK PROTOCOL CONTROL 
PROGRAM DETERMINES WHETHER ENTIRE 
DATA BLOCK HAS BEEN RECEIVED 



-N0->- 



YES 



114. NETWORK PROTOCOL CONTROL 
PROGRAM ENABLES DATA TO BE COPIED 
FROM PACKET BUFFER 35 TO APPLICATION 
PROGRAM BUFFER 32 



FIG. 5 
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FIG. 5 



100. OPERATOR SELECTS A NETWORK 
NAVIGATION AND VIEWING SYSTEM FUNCTION 



I 

GENERATE DOMAIN 
ORGANIZATION IMAGE 
^ 



101. NETWORK NAVIGATION AND VIEWING 
SYSTEM DETERMINES IDENTIFICATIONS OF 
COMPUTERS 12(N) IN THE NETWORK AND 
THEIR RESPECTIVE DOMAINS 20(D) 



00 



102. ENABLE OPERATOR'S COMPUTER 12(0) TO 
GENERATE A VISUAL IMAGE COMPRISING THE 
RESPECTIVE CLOSED CURVES 21(D) AND THE 
ICONS 12I(N) REPRESENTING THE COMPUTERS IN 
EACH DOMAIN 



103. ENABLE OPERATOR TO MANIPULATE AND 
EDIT IMAGE USING CONVENTIONAL COMPUTER 
GRAPHICS TOOLS AND TO PERFORM A "SAVE" 
OPERATION TO SAVE THE IMAGE, EITHER AS 
ORIGINALLY DISPLAYED OR AS EDITED 




104. OPERATOR ENABLES RETURN TO 
FUNCTION SELECTION STEP 100 TO SELECT A 
NEW FUNCTION 



] 
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FIG. 5(CONT-A) 



110. ALLOW OPERATOR TO IDENTIFY A 
COMPUTER ICON/DOMAIN ASSIGNMENT 
IMAGE OR ENABLE GENERATION OF SUCH AN 
IMAGE 




SYSTEM GENERATES IMAGE 

^ PREVI OUSLY-SAVED IMAGE 



111. PERFORM STEPS 101 THROUGH 103 TO 
GENERATE A COMPUTER ICON/DOMAIN 
IMAGE 



112- CALL FILE AND DISPLAY COMPUTER 
ICON/DOMAIN IMAGE 



] 



(^^^Z. ALLOW OPERATOR TO SELECT A FILE 
CONTAINING PREVIOUSLY-GENERATED 
IMAGE OF LAYOUT OF SPACE IN WHICH 
COMPUTERS ARE LOCATED, OR TO 
^GENERATE SUCH AN IMAGE 



GENERATE 
IMAGE 



T 



OPERATOR SELECTS FILE 

i 



114. CALL SELECTED FILE AND DISPLAY 
IMAGE 
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F I a 5 rCONT'B) 



OPERATOR GENERATES IMAGE 



i 



115. PROVIDE COMPUTER GRAPHICS TOOLS 
TO ALLOW OPERATOR TO GENERATE AN 
APPROPRIATE LAYOUT IMAGE 



/U6 



16. ALLOW OPERATOR TO USE 
CONVENTIONAL "DRAG-AND-DROP" 
OPERATIONS TO MANIPULATE ICONS 
REPRESENTING COMPUTERS TO MOVE THEM 
AS DESIRED OVER THE LAYOUT IMAGE AND 
TO USE THE COMPUTER GRAPHICS TOOLS TO 
PERFORM OTHER COMPUTER GRAPHICS 
OPERATIONS IN CONNECTION WITH THE 
MAGE 







117. ALLOW OPERATOR TO PERIODICALLY 
SAVE IMAGE TO A FILE 








r 


( 




118. DETERMINE WHEN OPERATOR HAS 
FINISHED 







NO 
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VIEW SERVER USAGE 

i 



120. INITIALLY REQUEST OPERATOR TO 
IDENTIFY SERVER OR SERVES WHOSE 
USAGE IS TO BE DISPLAYED 



YES 



121. OPERATOR IDENTIFIES DESIRED 
SERVER OR SERVERS 



122. POLL IDENTIFIED SERVERS TO 
IDENTIFY COMPUTERS HAVING 
SESSIONS THEREWITH AS CLIENTS 



J 



23. DISPLAY IMAGE INCLUDING ICONS 
REPRESENTING SERVER COMPUTERS 
AND CLIENT COMPUTERS AND LINES 
INTERCONNECTING EACH CUENT 
COMPUTER WITH THE SERVER 
COMPUTER(S) WITH WHICH IT HAS A 
V^ESSION 




I 



124 ALLOW OPERATOR TO 
PERIODICALLY SAVE USAGE IMAGE TO 
A FILE 



125. DETERMINE WHEN OPERATOR HAS 
FINISHED 
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(54) Network navigation and viewing system for network management system 



(57) A network navigation and viewing system is dis- 
closed for use in nnanaging a network. The network in- 
cludes a plurality of digital devices interconnected by 
communication links in at least, one domain, with each 
device having a device identifier and each domain hav- 
ing a domain identifier. The network navigation and 
viewing system facilitates generation of a graphical im- 
age depicting a logical organization of the network. The 
network navigation and viewing system In one aspect 
retrieving device identifier and domain identifier infor- 
mation for the devices connected in the network and us- 
es them to generate a network organization graphical 
image for display to an operator, the image comprising 
a plurality of icons each representing a device, with the 
icons being aggregated in the network organization 
graphical image by domain thereby to depict the logical 
organization of the network. The system further enables 
the operator to use the network organization graphical 
image generate a further graphical image representing 
the three-dimensional physical layout of the computers 
in an office or other environment. In addition, the system 
will generate a network usage graphical image repre- 
senting certain communications sessions between de- 
vices over the network. 
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